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DRAGOS WORLDVIEW

Actionable Industrial Threat Intelligence

OVERVIEW

Dragos WorldView is actionable industrial control systems (ICS) threat intelligence compiled by our dedicated ICS
threat intelligence and adversary hunting teams. WorldView provides security teams with in-depth visibility of
the threats facing industrial networks globally, so your organization can better prepare for, detect, and respond to

potential attacks.

Dragos is comprised of the industry’s most experienced team of ICS
security practitioners. Our team has been on the front lines of every
significant industrial cybersecurity attack globally, including the 2015
and 2016 Ukraine attacks, CRASHOVERRIDE, and TRISIS.

Leveraging our team’s combined knowledge gained from hunting
thousands of industrial-specific adversaries worldwide and analyzing
their ever-changing tactics, techniques, and procedures (TTPs),
Dragos WorldView arms your organization with the comprehensive
knowledge and defensive recommendations to proactively prepare
your industrial defenses and stop adversaries in their tracks.

- Critical alerts, weekly reports, monthly webinars,

quarterly insights, and dedicated threat feeds provide
comprehensive insight of threats to your ICS

+ Actionable defensive recommendations from a

dedicated team of ICS intelligence analysts and
practitioners to help you prepare for and combat cyber
attacks

+ Actionable recommendations to better prepare for,

detect, and respond to attacks
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“Dragos WorldView provides National Grid with clearly articulated intelligence, backed by evidence and specific information to help us mitigate
threats. The clear understanding Dragos has of the environment in which we operate, allows us to cut through the hype around many potential

industry vulnerabilities, so we can focus on the ones that matter most as we look after vital infrastructure and ensure supply to our customers.”

</Phil Tonkin, Global Head of Cyber Operational Technology, National Grid>

- Detailed information of global industrial adversary

behaviors, including TTPs and victimology to
understand ICS attackers and prevent them from going
undetected on your networks

+ The latest Indicators of Compromise (I0Cs) to help you

thwart potential attacks
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+ Immediate alerts of new industrial adversarial activity (such as XENOTIME - the group behind TRISIS/TRITON)
- Shared global insights of ICS threats and vulnerabilities across various industries help you understand threat proliferation and combat potential
attacks in your environment

Rapid notifications of severe threats and vulnerabilities ICS threat intel insights for executives
Summary of ICS threat intel events with Q&A with Dragos’ Convenient access to critical WorldView threat intel (reports and
threat intelligence experts I0Cs) via the Dragos Application Programming Interface (API) to

rapidly incorporate into your security stack

Summary of ICS threat activities and Q&A with Dragos threat
intelligence experts

O Key Takeaways O Victimology
O Indicators of O Mitigations
Compromise (I0Cs) )
Defensive
O Detailed Adversary Recommendations
Tactics, Techniques, and

Procedures (TTPs)

Summary View of Dragos WorldView Report

CONVENIENT ACCESS

WorldView is an annual subscription service, providing
reports and content via an online portal and email.

Integration with existing threat intelligence platforms also
available.

Visit dragos.com/worldview to learn more.

REQUEST A FREE 30-DAY TRIAL

To learn more about Dragos WorldView, visit dragos.com/worldview or email sales@dragos.com



