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Evaluate Your Incident Response
Readiness with Tabletop Exercises

Gain a better understanding of your team’s OT incident response

capabilities against a realistic cyber-attack

Having an ICS incident response plan is essential for industrial environments, and is the first control in
the Five ICS Cybersecurity Critical Controls recommended by the SANS Institute. An ICS/OT incident
response (IR) plan should be distinct from an IT response plan, as the stakes are different in industrial
environments, where critical infrastructure, operational and environmental safety, and human lives could
be impacted.

Dragos Tabletop Exercises are designed to demonstrate how a realistic attack

might occur in your operational technology (OT) environment, so you can BENEFITS OF
gain a deeper understanding of your organization's security posture and A TABLETOP
OT incident response readiness. EXERCISE

Test & Strengthen Your Incident Response Plan

A tabletop exercise is ideal if you already have an existing IR

plan. And if you don't - we can help you get there. Our Rapid
Response Retainer includes a documentation review and readiness
assessment so that we can meet you exactly where you are at.

Reduce the Impact of an Industrial Cyber Event

Improve cross-functional communication and identify and
correct gaps in your incident response plan to reduce business
and operational impacts when a real event occurs.

Knowledge Transfer from An Experienced Team

Get an After Action Report with lessons learned and strategic
recommendations from industrial consultants who have
been on the front lines of significant industrial cybersecurity
attacks globally.

Get a clear picture
of your ICS security
posture and areas
for improvement

Improve organizational
readiness for an
industrial cyber event

Practice with
scenarios tailored to
your industry risks or
customized based on
your needs

Improve cross-
functional
relationships and
communication across
the organization


https://hub.dragos.com/guide/5-critical-controls

EVALUATE YOUR INCIDENT RESPONSE

Incident Response Readiness Core Capabilities

RECOVER DETECT
All technical tabletop exercises are designed to evaluate
your incident response against the core capabilities for
ICS incident response. DOCUMENT COMMUNICATE
Viewing the core capabilities as a process provides a methodological
approach to cybersecurity events, as each core capability feeds into the next CONTAIN ACTIVATE

one in the process. For example, you must respond to and contain an event
RESPOND

before you can fully document what happened and how you responded.

Dragos Tabletop Exercise Services

TABLETOP EXERCISE SERVICES
CONDUCTING TABLETOP EXERCISES ANNUALLY IS HIGHLY RECOMMENDED AND CONSIDERED A BEST PRACTICE.

OBJECTIVE AUDIENCE
Choose from several off-the-shelf technical The organization’s IR team:

STANDARD scenarios based on common risks, ICS threat + 2-4teams at most
groups, or threats to your industry. » |IT security, OT operators, management
Customized scenario, tailored to customer Expands to include members of the whole
environment, using open-source Dragos organization:

CUSTOM Threat Intelligence research of threat scenarios - 35 participants max
specific to the industry. - Legal, HR, logistics, operations, IT/OT
systems administration, etc.

Exclusively for executive leadership to Only for:
practice for a serious cybersecurity event, with . Executive and C-suite, business, and
a focus on core capabilities of communication, operations leadership

EXECUTIVE information sharing, leadership, minimizing « SMEs involved in incident response and
impact, and business reputation. crisis management

- Prerequisite: Previous experience with
Dragos Tabletop Exercises

~ N About Dragos, Inc.

Dragos, Inc. has a global mission to safeguard civilization from those trying to

SAFEGUARDING CIVILIZATION

disrupt the industrial infrastructure we depend on every day. Dragos is privately
held and headquartered in the Washington, DC area with regional presence around
the world, including Canada, Australia, New Zealand, Europe, and the Middle East.

To learn more about our technology, services, and threat intelligence offerings,
visit dragos.com or connect with us at sales@dragos.com.
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