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Build an ICS/OT  
Cybersecurity Program 
That’s Right for  
Your Organization

Our Professional Services team can help you get started

B R O C H U R E

Whether you’re just starting to build an operational technology (OT) cybersecurity program or 
looking to optimize an existing one, we’ve got strategic services to help you understand your 
capabilities and enhance your security posture. Leverage our expertise to gain insights into best 
practices for cyber resilience against adversaries focused on the unique systems, network traffic, 
and vulnerabilities that exist in OT environments.

Partner With The Most Experienced Team Of ICS/OT Experts

It’s no secret that our people are our best asset at Dragos. Our team of industrial control systems (ICS) 
experts have been on the front lines of significant industrial cybersecurity attacks globally and are among 
the most respected in the industry. We’ll partner with you to help you leverage your current resources 
to build an OT cyber program that’s right for you. With deep industry knowledge and OT expertise, our 
Services team is your trusted advisor against a backdrop of a constantly evolving threat landscape, and 
we’re here to help you win the fight.
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You Need an OT Cybersecurity Program.  
So Where Should You Start?

Be proactive about protecting your OT environment 
with our Rapid Response Retainer. 

The stakes are simply higher in OT environments than in IT, 
where threats to human life, infrastructure, operational and 
environmental safety are at stake. Having an ICS incident 
response (IR) retainer is the foundation for building and 
optimizing cybersecurity controls for your OT environment.

With different device types, communication protocols, and 
adversaries, the potential impact of an OT incident varies by 
industry and requires a strategy that accounts for the unique 
risks of each one. Threat groups and adversaries are always 
looking for exploitable opportunities, so it’s important to evaluate 
and understand your capabilities year over year, continually 
improving your incident response plan. Making sure you take an 
approach to ICS/OT cybersecurity that it is right sized for your 
environment is essential to building the cyber resilience that 
industrial infrastructure requires.

BENEFIT S OF A R APID 
RESPONSE RE TAINER

 Responders who are  
 experienced in OT crisis  
 management 

 SLA response time for  
 Dragos Platform  
 customers when an  
 incident occurs

 Experts with  
 investigative experience  
 on your industrial  
 systems

 Flexible retainer hours  
 you can apply towards  
 other services

Rapid Response with the Dragos Platform

A subscription to the Dragos Platform is not required to purchase a retainer, but it is highly recommended.  
The Dragos Platform delivers visibility into your environment – an inventory of your OT assets, analysis of  
network traffic, and insights into vulnerabilities – improving the accuracy and understanding of devices in  
your environment.

Why the Dragos Platform? 

The Dragos Platform is uniquely equipped to support incident  
response, providing OT threat intelligence from one of the  
foremost threat research teams in the industry. 

The Platform is the culmination of our OT expertise,  
codified at machine speed and scale. OT EXPERT
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Guaranteed Response Time

Sites with the Dragos Platform installed are eligible for expedited  
response times – Service Level Agreements (SLAs) – based on the  
number of retainer hours purchased.

Maximize The Value Of Your Retainer With Additional Services

Every Rapid Response Retainer starts with a Readiness Assessment as an onboarding exercise. This includes 
a review of your IR plan documentation, advisement on best practices, and an assessment of the overall OT 
cybersecurity maturity of your organization. Retainer customers receive quarterly statements on hours used, and any 
remaining hours can be burned down on a Dragos service. Contact your account manager to find out which services 
might be a good fit for your remaining hours.

Tabletop Exercises

Practice Your Response Plan To A Realistic Cyber Attack 

Better understand your organization’s incident response strengths and  
weaknesses by practicing scenarios that demonstrate how a realistic  
attack might occur in your industrial environment. We’ve got off-the-shelf  
scenarios perfect for an incident response team or can create customized  
scenarios that are ideal for cross-functional members of your organization.
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Annual 
Retainer Hours

100

SLA with 
Dragos Platform

12 hrs

Tier 1

Tier 2

Tier 3

Tier 4

Annual 
Retainer Hours

150

SLA with 
Dragos Platform

12 hrs

Annual 
Retainer Hours

250

SLA with 
Dragos Platform

8 hrs

Annual 
Retainer Hours

400

SLA with 
Dragos Platform

8 hrs

Rapid Reponse Retainer

All retainer customers benefit from a .75x reduced burn rate with the Dragos Platform.

The Dragos Platform  
provides responders with 

 the tools to triage and 
investigate potential incidents, 
offering centralized forensics 

records, an investigation 
workbench, and detailed 

timeline views. This translates 
to a quicker response, fewer 
retainer hours burned, and 

goes beyond a point-in-time 
assessment, providing key 
information with insights  

on the depth and  
breadth of the attack and  

affected devices. 

DETECTRECOVER

COMMUNICATEDOCUMENT

ACTIVATECONTAIN

RESPOND
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Architecture Reviews

Understand Your Most Critical Systems 

Understanding your most critical ICS systems and the potential consequences of a cyber attack on those systems is 
essential for prioritizing protection, detection, and response efforts. 

Compromise  
Assessment
Leveraging the Dragos Platform,  
OT network traffic samples are 
remotely inspected, looking 
for common indicators of 
an ongoing or prior network 
compromise.

Architecture  
Review
Get strategic recommendations 
to mitigate OT cybersecurity 
vulnerabilities related to 
network design, configuration, 
and interconnectivity to 
internal and external systems.

OT Cybersecurity 
Assessment
A comprehensive assessment 
that includes the OT network 
technical review, as well as 
a review of key people and 
processes that play a role in 
your OT cybersecurity posture.

Improve Your Security 
Posture
• Identify OT assets,  

vulnerabilities, and  
compromises

• Receive Information that  
simplifies regulatory  
compliance reporting

• Understand Crown Jewels  
and assess OT program  
cybersecurity maturity levels

• Get tactical and strategic  
recommendations to  
strengthen ICS defense

OBJECTIVES
COMPROMISE  
ASSESSMENT

ARCHITECTURE  
REVIEW 

OT  
CYBERSECURITY 

ASSESSMENT

Program Review 

Collection Mgmt. Framework 

Crown Jewel Analysis 

Topology Review  

Standards & Regulations Review*  

Indicators of Compromise Sweep   

Threat Discovery   

Asset Inventory   

Asset Vuln. Assessment   

* Standards and Regulations Review includes TSA SD-2, NIST-CSF, NERC-CIP, IEC 62443, KSA NCA ITCC, 
and Australia SLACIP/SOCIP Acts. As every Architecture Review is unique, reach out to us at  
sales@dragos.com to discuss how we can tailor a review that suits your needs.

mailto:sales%40dragos.com?subject=
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Vulnerability Assessments

Gain Visibility To Potential Attack Pathways In Your OT Environment

• Find weaknesses and misconfigurations in your OT network, hosts, field devices, and applications

• Identify scenarios that demonstrate plausible attack paths and opportunities to improve your defensible 
architecture

• Map findings to real-world adversary tactics, techniques, and procedures

• Get an intel-driven overview of threat actors

Vulnerability Assessment Sample Findings

The following table shows sample findings from a Vulnerability Assessment After Action Report, so customers can 
prioritize vulnerability management by severity.

ID VULNER ABILIT Y TITLE DESCRIPTION SE VERIT Y

1 ICS/OT Assets Configured with Internet 
Access

Dragos identified a handful ISC/OT workstations/
servers that reach out directly to the internet. ISC/OT 
assets should not communicate directly with the  
internet, communications should be disrupted via a 
proxy or intermediate server in a hardened DMZ. 

C

2 Password Rescue Identified Dragos identified that admin account passwords in the 
process control environment share the same password 
across numerous machines thus increasing the attack 
surface area.

H

3 Privileged ICS/OT Accounts Logged Into 
HMIs

Dragos identified instances where a progress  
privileged user account was logged into an HMI.  
These privileged user accounts allow operators of  
the HMI to access areas of the plant that are outside  
of their designated operating area.

M

4 Vendor PLC Vulnerabilities The Dragos Platform detected vulnerabilities  
associated with a vendor’s PLCs that can directly 
impact the manufacturing machines’ operation and 
control.

L

* C=Critical, H=High, M=Medium, L=Low
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Penetration Tests

Assess Exploitable Vulnerabilities In Your Environment

Leveraging the power of the Dragos Platform, Penetration Tests provide deep insights of OT networks and zones that 
are scan averse, so you can assess the exploitable vulnerabilities in your OT environment.

Network

• Attempt system compromise  
and privilege escalation

• Leverage access to pivot within 
the network

Device

• Device attack surface 
identification

• Review of security control 
effectiveness

Application

• Identify vulnerabilities in your 
hardware and software

• Get expert recommendations  
to strengthen your overall  
security posture

An example of an assumed breach that illustrates an adversary’s tactics, techniques, or procedures 
to gain network access.
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Threat Hunts

Detect, Expose, and Stop Vulnerabilities and Threats in Your OT Environment

Find undiscovered threats in your ICS networks and identify weaknesses in architecture, security controls, and 
policies and procedures to avoid compromise. Leveraging the Dragos Platform to analyze digital forensics, our threat 
hunters work to find threats non-invasively without operational disruptions or downtime.
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Comprehensive, customized 
threat hunt for existing threats 
across target assets.?WHAT

IT IS

!WHAT
IT DOES

>WHEN 
YOU NEED 

IT

Get visibility into OT systems, 
networks, and assets, advanced 
threat modeling and detection, 
operational impact analysis.

Active threat or vulnerability 
concerns, industry targeted 
attacks.

Dragos OT Watch –  
Managed Threat Hunting 

A Trusted Partner For Your Security Operations

Available exclusively for Dragos Platform customers, an  
OT Watch subscription provides you with an elite team of  
industrial threat hunters who can do anything from  
operate the Dragos Platform on your behalf, handling your 
 daily security operations, or simply dedicate their focus  
entirely on threat hunting, integrating into your existing 
 OT cybersecurity processes. With OT Watch, our team  
is your team.

What You Get with  
OT Watch
•  Proactive threat hunts backed  

by Dragos Threat Intelligence 

•  Prioritized notification triage, 
with context on potential  
impacts and recommendations 
for next steps

• Reduces the risk of attackers  
going undiscovered for an  
extended period of time, where 
business continuity and  
operational safety are at risk

Exclusively available to Dragos 
Platform customers.
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About Dragos, Inc.

Dragos, Inc. has a global mission to safeguard civilization from those trying to  
disrupt the industrial infrastructure we depend on every day. Dragos is privately  
held and headquartered in the Washington, DC area with regional presence around  
the world, including Canada, Australia, New Zealand, Europe, and the Middle East.

To learn more about our technology, services, and threat intelligence offerings,  
visit dragos.com or connect with us at sales@dragos.com. 
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How OT Watch Works

DRAGOS 
OT WATCH

Dragos Industrial Threat Hunters

ACTIONS
REQUIRED

Triage
Loop

Threat 
Hunting

Loop

DRAGOS PLATFORM
CUSTOMER

Data to hunt in

Severity 4 notification

Ready to get started?  
Reach out to sales@dragos.com

DRJ\Gdt 
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